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ABSTRACT

Blockchain technology is widespread in everyday life and various industry fields. It guarantees integrity and transparency
between blockchain network participants through a distributed ledger. The smart contract is modifying and managing the
distributed ledger, which is the most important component of guaranteeing integrity and transparency of blockchain network.
Still, smart contracts are also a component of blockchain networks, it is disclosed to network participants transparently. For
this reason, the vulnerability of smart contracts could be revealed easily. To mitigate this, various studies are leveraging TEE
to guarantee the confidentiality of smart contracts. In existing studies, TEE provides confidentiality of smart contracts but
guaranteeing the integrity of smart contracts is out of their scope. In this study, we provide not only the confidentiality of
smart contracts but also their integrity, by guaranteeing the CFI of smart contracts within TEE.
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Table. 1. Code size overhead table. Size
presented as byte unit. Legacy row shows code
size of the smart contract compiled without
TCST pass. TCST row shows code size of the
smart contract with TCST pass.

text data bss total
Legacy 54487 700 | 45200 | 100387
TCST 55959 700 | 45200 | 101859
Overhead | 2.63% 0% 0% | 1.45%
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